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1. PARTICIPANTS



2. PREFACE

This document was drafted as part of a project within the EU 

Policy Cycle 2024/2025. The EU Policy Cycle is a multi -annual EU 

strategy aimed at combating organized and serious international 

crime at the European level. The identified priorities (crime 

areas) are implemented within the European Multidisciplinary 

Platform Against Criminal Threats (EMPACT) through individual 

Operational Action Plans (OAPs). 

This project was carried out within the framework of the OAP 

CFMLAR (Criminal Finances, Money Laundering, Asset Recovery). 

In addition to numerous European countries,  the European 

Network on the Administrative Approach (ENAA) and the Dutch 

Centre for Crime Prevention and Safety (CCV) also participated. 

The objective of this project was to identify the steps criminals 

must take in order to commit money laundering and to 

determine which actors and opportunities facilitate these 

activities. 
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3. PROBLEM

Legal infrastructure offers opportunities
The goal of criminal organizations is to make a profit and 

legitimize it. The legal infrastructure offers numerous 

opportunities for this. One of the main problems is the building 

up and use of legal entities for money laundering purposes. A 

large variety of company variants, the possibility to locate them 

worldwide and to cover up the real owner through company 

structures invites OCG to launder money through legal entities.

This can happen through the front companies, fake invoices, 

involvement of straw men, shell companies, and foreign parties, 

but also through the use of company networks.

Legal entities are the most effective way to launder money and 

the easiest way to mix legal and illegal assets.

The challenge
Organized crime groups (OCGs) operate internationally. They 

recognize no borders and disregard data protection. To achieve 

their objectives, OCGs cooperate with one another and

increasingly rely on specialized service providers (e.g., crime as a 

service or money laundering as a service).

Law enforcement agencies, by contrast, are bound by law 

frameworks and regulations, including strict data protection 

laws and often slow and complex mutual legal assistance 

procedures in international cooperation. Despite steadily 

improving international cooperation and the growing 

recognition that OCGs can only be effectively combated through 

joint efforts, law enforcement frequently reaches its operational 

limits. 

The administrative approach provides a complementary 

opportunity to increase the pressure on OCGs and broaden the 

overall fight against organised crime.
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4. ADMINISTRATIVE APPROACH - GENERAL APPROACH

Due to the evolving nature of organised crime and its increasing 

presence in the legal economy, alternative approaches are 

needed to tackle this evolution. This is where the administrative 

approach comes into play. Administrative authorities, such as 

mayors, tax authorities, but also the banking sector, can play a 

major role in preventing the exploitation of legal infrastructures, 

such as real estate. They have a wide array of administrative 

measures to their availability that are generally aimed at 

protecting the public order or managing a specific sector. 

Through the administrative approach, these measures can be 

used to complement traditional criminal justice activities (e.g. 

investigations and arrests) in tackling issues such as money 

laundering. 

Prevention and Repression
Administrative measures are both preventive and repressive. 

Preventive measures are taken to protect a sector from 

infiltration and misuse by conducting preventive screenings 

through registrations, licensing and integrity checks. Authorities 

are responsible for verifying whether an applicant complies with 

sector-specific criteria before granting a license or permit. 

Examples include the registration and licensing of companies to 

keep track who operates on the market, or notaries that verify 

the origin of starting capital to ensure it has been obtained 

legally. 

6



4. ADMINISTRATIVE APPROACH - GENERAL APPROACH

A specific activity to conduct checks are joint inspections. 

Administrative authorities, in cooperation with the police, can 

conduct a joint inspection of a premise while maintaining their 

own authority and mandate. It allows for quick action in case 

illicit objects are found and allows all stakeholders to share 

information on the spot. Examples of inspections within this field 

are debt checks by tax authorities and inspections that verify the 

existence of businesses. 

Additionally, there are administrative measures with a repressive 

nature, such as revoking permits and closing or dissolving 

businesses. 

These can be executed when certain activities pose a threat to 

the market integrity. Based on the seriousness of the threat it 

can result in a temporary suspension of business activity, a 

definite withdrawal of a permit or the closing of a premises. 

Examples within the field of money-laundering are the 

withdrawal of business licences or the blocking of VAT numbers 

and bank accounts. In case of serious offences, a ban to form a 

new company or the creation of a blacklist for individuals or 

companies can be considered. 
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5. Barrier Model

A barrier model enables the CCV to, in collaboration with various 

partners, create a clear overview of complex forms of crime and 

other forms of rule-breaking. In doing so, we do not focus on a 

specific case, a specific offender or a specific crime. Through the 

model, we take a step back and look at the story and the world 

behind it. We focus on phenomena, such as human trafficking, 

money laundering, hemp cultivation, property fraud or 

environmental crime. 

In doing so, we look at the steps criminals need to take to make a 

phenomenon take place. For each step, we subsequently 

examine which service providers and opportunities enable the 

phenomenon, and which signs may indicate criminal activity. By 

doing so, we make opportunity structures transparent, so we can 

find out what barriers can be put up to disrupt these 

opportunities, and, as a result, the work of criminals. The barrier 

model allows for preventive interventions and repressive 

measures.

A focused barrier model
This barrier model addresses the misuse of corporate entities 

across all forms of companies, without limiting the scope to 

higher-risk sectors. For the purposes of this model, we 

distinguish between structures that are separate legal entities 

(e.g., limited liability companies/LLCs) and structures where the 

entrepreneur is personally liable (e.g., sole proprietorships), as 

different rules apply to these forms in some member states. The 

scope covers not only the formation or transfer of corporate 

entities, but also their actual misuse.

Animation barrier model
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Barrier model misuse of corporate entities

Orientation
on acquiring a 

legal entity

Preparation Acquiring a 
legal entity

Financing of the
acitivities

Meet financial
obligations

1 2 3 4 5
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Step 1

Orientation on acquiring a legal entity

In this step, criminals seek out information on how to acquire a 

legal entity. This is relatively easy due to online information and 

access to advice from professionals involved in company 

formation. Criminals consider key strategic choices, such as 

which form of legal entity to use, whether to set up a new 

company or acquire an existing one, and whether to take over 

the company directly or buy shares. In addition, information that 

helps offenders identify low-risk structures for avoiding 

detection — and how to set them up — is widely available. 

Criminals often take advantage of the ability to quickly establish 

and dissolve companies to suit their needs. To do so, they exploit 

unregulated service providers and vulnerable administrative 

processes, among other factors.
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Opportunities

• Setting up/ acquiring an 
existing legal entity is 
easily accessible

• Information on 
procedures is easy to 
find nationally and 
internationally 
Companies can be set 
up and closed quickly

• Easy access to 
professionals (e. g. the 
Chamber of Commerce 
and tax administration)

• Wide availability of legal 
entity types with 
different advantages

• No official register of 
owners of unlisted 
companies

Signals

• Requests to establish 
companies in special or 
unusual commercial 
sectors

• Frequent company 
registrations and 
deregistrations in short 
periods

• Use of foreign or 
incomplete 
documentation

Facilitators

“conscious and unconscious”

• Government authorities

• Company-registration 
offices at different levels

• Tax authorities

• Legal professionals

• Trade offices

Existing Barriers

• AML regulation, 
including KYC 
requirements at banks 
and mandatory 
reporting by 
accountants

• Registration obligation 
for UBOs in the registry 
of commerce

• Requirement to declare 
an accountant to the tax 
authority (not for all 
MS)

• Debt checks by tax 
authorities/registries 
(not for all MS)

• Credit scoring 
requirements for loans

Desired Barriers

• Accountant recognized 
as a protected 
profession

• Verification of company 
addresses

• Prohibition on opening a 
company when 
outstanding debts 
exceed a defined 
threshold

• Mandatory checks 
against insolvency 
registers

11

Step 1
Orientation on acquiring a legal entity

• Sufficient capacity to 

verify application 

documents

• Earlier cross-checking of 

UBOs to detect misuse 

or fraudulent activity in 

LLCs



Step 2

Preparation

In this step, the actual process of acquiring a corporate entity 

begins. Here, criminals set up a business structure that serves 

their objectives, such as concealing criminal activities or 

laundering illicit proceeds. This is facilitated by simplified 

procedures — both online and offline — combined with a 

relatively low level of supervision. 

Elements such as the use of cash, insufficient verification of 

addresses, and the involvement of strawmen make it easier for 

offenders to prepare a company for misuse. Possible preparatory 

actions include due diligence on already existing companies, 

setting up a bank account, financing of the shares or company, 

reaching an agreement on the price, valuation, possible 

exploration for permits needed, and registering at the tax agency 

and receiving a tax number.
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Opportunities

• Possibility to buy an 
existing LLC (e.g., GmbH)

• Online access to required 
documentation and 
templates

• Lack of cross-referencing 
between tax and 
social-security 
information

• Possibility to use a 
strawman, creating no 
visible link to the 
beneficial owner

Signals

• Ability for anyone to
create a company very
quickly

• Addresses that do not 
match the declared 
business activity or do 
not exist

• Frequent registration and 
deregistration of 
companies in short 
periods

• Share capital paid by 
foreign persons or 
foreign bank accounts

• Disproportionate assets 
compared to declared 
income

• Multiple companies 
registered at the same 
address

Facilitators

“conscious and unconscious”

• Property owners or 
tenants

• Legal professionals

• Government authorities

• Banks and Bank-ID / e-ID 
service providers

• Translators and 
interpreters

• Founders or shareholders

• Independent property 
valuers

Existing Barriers

• Registered company 
service providers

• KYC procedures at banks 
when opening business 
accounts

• Obligation to report to 
the FIU when a bank 
refuses to open an 
account

• Gatekeepers such as 
banks, tax consultants 
and notaries

• TCSP (trust and company 
service provider) 
regulatory requirements

Desired Barriers

• Company service 
providers to be 
registered or licensed 
(not for all MS)

• Increased awareness 
training for involved 
professionals

• Regulation of all TCSPs

• Improved search and 
identification capabilities 
in company registers (not 
for all MS)

• Blacklist of individuals or 
companies for KYC 
screening by banks
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Step 3

Acquiring a legal entity

After the preparatory arrangements have been made, the actual 

acquisition of the legal entity begins. This step involves the 

formal registration of the company, including registration with 

the Chamber of Commerce. The process is overseen by lawyers, 

notaries, or other professionals where required by national 

procedures, with the notary officiating the relevant documents 

and conducting checks related to the financing of the shares and 

the equity. This step contains the actual legal transfer of the legal 

entity, which in some countries involves different steps and 

different documents. Once the entity has been officially 

established, criminals can use the legal identity for illicit 

purposes. This is facilitated by factors such as limited control 

mechanisms during registration and the opportunity to involve 

foreign actors or strawmen to obscure the true ownership.
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Opportunities

• Relatively low costs and 
low initial capital 
requirements

• Online filing and 
registration processes 
with limited 
identity-verification 
controls

• Ability to use straw men, 
proxies or nominees 
without detection

• No requirement for a 
physical 
(brick-and-mortar) 
presence

• Slow implementation of 
beneficial-ownership 
tools

Signals

• Falsified documents

• Individuals appearing 
before a notary who do 
not speak the native 
language and require an 
interpreter

• Incomplete 
documentation or 
documentation in foreign 
languages

• Foreign individuals 
involved in the 
establishment of the 
legal entity

Facilitators

“conscious and unconscious”

• Legal professionals

• Government authorities

• Banking entities

Existing Barriers

• Blacklists / EU Council 
country restrictions

• Revocation of VAT 
numbers, bank accounts, 
Chamber-of-Commerce 
registrations

• Notary obligations under 
AML legislation

• Mandatory 
company-registration 
requirements

• Inspections to verify the 
real existence of legal 
entities

Desired Barriers

• Reporting and controlling 
function for Chambers of 
Commerce

• Increased transparency 
requirements for non-EU 
companies

• Due-diligence awareness 
training for notaries

• Stronger public-private 
cooperation mechanisms
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Step 4

Financing of the activities

To establish and maintain the legal entity, criminals must finance 

the activities of the company itself, including the starting capital 

and the financing of the everyday exploitation of the company. 

This step is enabled by low thresholds for starting capital and a 

high degree of flexibility in how funds can be introduced into the 

company. It is also possible to use informal or non-transparent 

payment channels, including financing with an unclear origin. 

These conditions create opportunities for offenders to reinvest 

or launder criminal proceeds, for example by presenting illicit 

funds as contributions from shareholders or third-party 

financiers.
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Opportunities

• Flexibility in financing 
options

• Possibility to obtain 
additional funding after 
acquisition

• Relatively low costs and 
minimal initial capital 
requirements

• Ability to use third 
parties for funding

• Payments made in cash 
or through 
non-transparent 
channels

• Potential for rapid 
changes in ownership or 
company structure 

Signals

• Share capital paid in cash 
or cryptocurrencies

• Company premises do 
not exist

• Share-capital 
contributions originate 
from unknown or foreign 
sources

• Fragmented payments 
below legal reporting 
thresholds

Facilitators

“conscious and unconscious”

• Legal entities

• Banks

• Registration entities

• Tax authorities

• Government authorities

Existing Barriers

• Money-laundering 
checks conducted by 
banks

• Notary obligation to 
verify origin of starting 
capital

• Notary obligation to 
report suspicious activity 
to the FIU

Desired Barriers

• Payments permitted only 
via bank account (no cash 
or crypto)
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Step 5

Meet financial obligations

When a legal entity is acquired, criminals must ensure a level of 

compliance sufficient to meet the financial obligations 

associated with operating a corporate entity. Doing so enables 

them to remain undetected and maintain a valid business 

license. Fulfilling these obligations includes, for example, 

registering tax information and retaining documentation 

evidencing financial transactions. 

Criminal actors may achieve this by forging or manipulating 

records, bribing or threatening relevant authorities, or exploiting 

weaknesses in supervisory and enforcement structures. Misuse 

of the company can take different forms, including misusing their 

own company, using a strawman, or misusing the company of a 

third party.
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Opportunities

• Possibility to use foreign 
legal entities

• No requirement for real 
presence or actual 
business activities

• Availability of 
professional enablers

• Limited and/or 
ineffective supervision 
and enforcement

• High flexibility in 
business operations and 
corporate structure

Signals

• Bribery or threats 
directed at government 
or tax-authority 
employees

• Absence of actual 
business operations

• Company used for 
activities unrelated to its 
registered purpose

• Misuse of business or 
correspondence 
addresses

• Frequent changes in 
corporate structure

• Deliberate exploitation of 
legislative loopholes

• Manipulation of 
accounting or 
administrative records

Facilitators

“conscious and unconscious”

• Government authorities

• Regulatory authorities

• Criminal groups

• Licensing authorities

• Sector-specific 
authorities

• Customs and 
import/export 
authorities

• Company founders or 
partners

• Strawmen or third 
parties

Existing Barriers

• Supervision of business 
activities; withdrawal of 
business licences

• Tax laws and regulations

• Registration of beneficial 
owners; verification and 
checks of legal entities

• Three-year ban on 
forming a new company 
following fraud or money
laundering offenses

• Additional control 
through public financing 
mechanisms

• Financial audits; AML 
supervision by banks and 
accountants

• ARO/Europol/Interpol 
notices (e.g. Silver 
Notice)

Desired Barriers

• Improved cooperation 
between authorities

• Expanded AML reporting 
obligations

• Freezing powers by FIU 
at EU level

• Accountant recognize as 
a protected profession

• Stronger supervision of 
financial institutions, 
accountants and lawyers

• Common database for 
cross-agency information 
access

• Joint analysis 
mechanisms

• Ability to block VAT 
numbers and bank 
accounts
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6. CONCLUSIONS

Resume
The use of shell companies to evade taxes or distort economic 

competition undermines the integrity of economies and creates 

unfair advantages that weaken honest businesses. Among these 

threats, however, the combination of the abuse of legal business 

structures and corruption stands out as one of the most severe.

The entrenchment of criminal networks within legal structures 

requires a coordinated and multi-disciplinary response from law 

enforcement, the private sector, public authorities and 

communities to protect the integrity of our economy and 

societies.

Conclusions of the barrier model
The economic interests in stimulating business activity and 

entrepreneurship do not always align with the public interest in 

combating money laundering. Preventive anti-money laundering 

measures introduce additional rules and regulations that do not 

always serve these economic interests. As on EU-level as on 

Member State level, the challenge therefore lies in balancing 

these interests.  

Improving the reporting and controlling function for Chambers 

of Commerce is a good example of this issue. In combination 

with stronger public private cooperation mechanisms and 

awareness training for notaries and other involved professionals 

significant barriers maybe raised. 
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