Combating Money Laundering
through Acquisition of Real Estate by
using the Administrative Approach
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2. PREFACE

This document was drafted as part of a project within the EU
Policy Cycle 2024/2025. The EU Policy Cycle is a multi -annual EU
strategy aimed at combating organized and serious international
crime at the European level. The identified priorities (crime
areas) are implemented within the European Multidisciplinary
Platform Against Criminal Threats (EMPACT) through individual
Operational Action Plans (OAPs).
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This project was carried out within the framework of the OAP
CFMLAR (Criminal Finances, Money Laundering, Asset Recovery).
In addition to numerous European countries, the European
Network on the Administrative Approach (ENAA) and the Dutch
Centre for Crime Prevention and Safety (CCV) also participated.
The objective of this project was to identify the steps criminals
must take in order to commit money laundering and to
determine which actors and opportunities facilitate these
activities.

Identifying risks and perpetrator behavior

This document outlines the opportunities criminals have to
launder illicit funds through the purchase of real estate, as well
as the barriers that market participants and government
authorities can implement to prevent such activities.
Futhermore, other risks of legal violations related to real estate
transactions can be identified, including investment fraud,
mortgage fraud, tax fraud, and the facilitation of criminal
activities that undermine the legitimate economy.



3. PROBLEM

The goal of criminal organizations is to generate profit and
subsequently legitimize them. The legal economic systems offers
numerous opportunities for this. One well -known sector for
investing illicit funds is the real estate market. The purchase and
sale of building land, dilapidated buildings, luxury properties in
prime locations, and similar assets are considered simple and
popular ways of laundering money. Since it is not possible to
develop a barrier model that covers all potential forms of money
laundering in the real estate sector, this document focuses
specifically on the topic of “money laundering through the
acquisition of real estate”.

Real estate can be acquired in a variety of ways. Transactions
involving illicit funds are typically characterized by the fact that
the true beneficial owner remains concealed. This may occur
through the use of straw men, shell companies, foreign
intermediaries, or the use of company networks.

The challenge
Organized crime groups (OCGs) operate internationally. They
recognize no borders and disregard data protection. To achieve
their objectives, OCGs cooperate with one another and
increasingly rely on specialized service providers (e.g., crime as a
service or money laundering as a service).

Law enforcement agencies, by contrast, are bound by law
frameworks and regulations, including strict data protection
laws and often slow and complex mutual legal assistance
procedures in international cooperation. Despite steadily
improving international cooperation and the growing
recognition that OCGs can only be effectively combated through
joint efforts, law enforcement frequently reaches its operational
limits.

The administrative approach provides a complementary
opportunity to increase the pressure on OCGs and broaden the
overall fight against organised crime.



4. ADMINISTRATIVE APPROACH - GENERAL APPROACH

Due to the evolving nature of organised crime and its increasing
presence in the legal economy, alternative approaches are
needed to tackle this evolution. This is where the administrative
approach comes into play. Administrative authorities, such as
mayors, tax authorities, but also the banking sector, can play a
major role in preventing the exploitation of legal infrastructures,
such as real estate. They have a wide array of administrative
measures to their availability that are generally aimed at
protecting the public order or managing a specific sector.

Through the administrative approach, these measures can be
used to complement traditional criminal justice activities (e.g.
investigations and arrests) in tackling issues such as money
laundering.

Prevention and Repression

Administrative measures are both preventive and repressive.
Preventive measures are taken to protect a sector from
infiltration and misuse by conducting preventive screenings
through registrations, licensing and integrity checks. Authorities
are responsible for verifying whether an applicant complies with
sector-specific criteria before granting a license or permit.
Examples include the registration and licensing of companies to
keep track who operates on the market, or notaries that verify
the origin of starting capital to ensure it has been obtained
legally.






5. Barrier Model

A barrier model enables the CCV to, in collaboration with various
partners, create a clear overview of complex forms of crime and
other forms of rule-breaking. In doing so, we do not focus on a
specific case, a specific offender or a specific crime. Through the
model, we take a step back and look at the story and the world
behind it. We focus on phenomena, such as human trafficking,
money laundering, hemp cultivation, property fraud or
environmental crime.

In doing so, we look at the steps criminals need to take to make a
phenomenon take place. For each step, we subsequently
examine which service providers and opportunities enable the
phenomenon, and which signs may indicate criminal activity. By
doing so, we make opportunity structures transparent, so we can
find out what barriers can be put up to disrupt these
opportunities, and, as a result, the work of criminals. The barrier
model allows for preventive interventions and repressive
measures.

A focused barrier model

This barrier model is focusing on money laundering through real
estate. We have chosen to keep the scope concise and focused.
Although rebuilding and renovation are important elements in
money-laundering schemes involving real estate, they are too
extensive to be covered within a single barrier model. Therefore,
these aspects will be excluded and addressed separately. This
model will only cover the stages leading up to the acquisition of
the property itself. The perspective taken throughout the model
is that of the buyer.

Within the barrier model, we not only consider categories

relating to the real estate itself, such as location and price, but
also information about applying for mortgages, opportunities to
invest in projects, and similar matters.




Barrier model acquisition of real estate is divided into the following steps
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Step 1

Searching for information with the aid of real estate
agents/real estate platforms

If a criminal seeks to exploit real estate, one of the initial steps
may involve gathering information about one or more
properties. These may include residential homes, warehouses,
storage units, or even holiday accommodations. In this phase,
the criminal looks for information that helps determine which
property best suits their needs. The criminal assesses the
available options and identifies which parties ask the fewest
guestions, have the weakest controls in place, or are the easiest
to manipulate or intimidate.
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Step 1

Searching for information with the aid of real estate agents/real estate platforms

Opportunities

* Easy access to information
online and professionals

* Finding investment
opportunities

* Use the network to select
the relevant professionals,
e.g. not regulated market
party (no integrity; non-
filers; addition fee in cash)

¢ Use the network of the
professional

* New development of
building sites in profitable
locations

* Sale of old industrial sites/
sale of land of insolvent
companies
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Signals

* Location of the property
and location of the seller or
buyer don't match. For
example: professionals
active outside their region

* Bribe, blackmail and threats
against real estate agents

* STR-reporting from one (or
more) professional enabler

* Formal buyer is not actively
involved in any step of the
process

* Buyer has great interest in

specific locations without
questioning or discussing
the purchase price

* No particular interest in the

characteristics of a property
(e.g. quality of construction,
location, date on which it
will be delivered)

Facilitators
“conscious and unconscious”
* Real Estate Agent

* Online Platforms

Existing Barriers

* Obligation for realtors to do

due diligence and report
suspicious transactions (N.A
for Moldova)

* Continuous schooling or

licensing of realtors

* Check on beneficial owner
* AML regulations

* Due diligence (all)

* STR's (all)

* Awareness gatekeepers

Desired Barriers

* Licensed requirement
agencies (not for all
member states)

* Registration requirements

* More supervisory & LEA
attention

* When somebody is
bankrupt, they should have
no possibility to start a new
company again and
connection between
databases to check this

* Better check of all the
available databases, the
address etc. verify the
individuals (more data)



Step 2

Financing and valuation

Criminals must be able to finance the purchase of their real
estate assets. This creates opportunities for individuals or
criminal organizations to launder money. To do so, they require
financial institutions and must identify methods to convert their
illicit funds (“black money”) into legitimate assets.

In this phase, we assess the options available to the criminal for
this purpose. We also take into account potential money-
laundering structures at this stage.
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Step 2

Financing and valuation

Opportunities

* variety of financing
possibilities, e.g. non-
financial institutions as
lender or foreign payments

* influencing valuation:
valuator assigned by buyer,
direct contact with valuator
and no objective valuation
system

* financing through
middleman

* influencing and falsifying
documents required
(mortgage fraud)

* Possibility for cash payments
under rental agreements

* no access to tax information
by financier (lender)
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Signals

* The buyer's income is not in
relation to the purchase
price

* The buyer is very young
* The purchase price does not

correspond to the actual
value and the local price

* Loan-back via straw men and
front companies

* Irregularities in document-
tation provided by buyer

* Sale by private treaty (off
market sale)

* Discrepancy between
declared income and
property value

Facilitators

“conscious and unconscious”

* Financial Institutions

Existing Barriers

* Due diligence by financial
institutions (all)

* STR's (all)

* Monitoring on financial
institutions with compliance
on AML (all)

* Gatekeeper - bank,
valuator, realtor, financial
advisors, bookkeeper

* Proof payment by bank
transactions

* Red flags financial
institutions: in the financial
(search) systems and red
flags built on
experience/knowledge

* Registration and license for
valuators (not for all member
states)

Desired Barriers

Proof of origin third party
financiers

"Certified evaluator”
necessary in some member
states. Obligator to evaluate
your property for sale and
evaluator has to be
independent

Obligation for a private
person/companies to
independently valuate the
property

Better networking of the
various databases and
increasing the accessibility of
the different authorities

Proof of payment
contribution > Necessary
for capital (and check it)



Step 3

Sales agreement

Once a suitable property and financing route have been
identified, the criminal must formalize the intended purchase. In
this phase, agreements are drafted and signed between buyer
and seller, setting out the terms, the purchase price, and any
conditions that apply.

From the criminal’s perspective, this step provides an
opportunity to conceal their identity or obscure the true
ownership structure, for example by using intermediaries, legal
entities, or straw men. The aim is to secure contractual control
over the property while limiting scrutiny or questions about the
origin of funds.
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Step 3
Sales agreement

Opportunities

* Strawmen as a party, the
possibility to use letterbox
companies

* The possibility for a contract
besides the official contract;
arrangements between
buyer and seller

* Influencing price in sales
agreement

* Extra payment off the books

* Opportunity for criminals to
use front men or nominees
to sign the sales contract and
conceal the identity of the
true owner

Signals

* False identification
documents, missing
documents

* Property purchase by proxy
with a power of attorney
notarized abroad

* Buyer is interested in cash
element as part of the sale-
agreement

* Suspicious behavior: buyer
does not speak the national

language and is accompanied

by an interpreter
* Drafting a private contract

* Frequent transactions
processed by the same
notary without clear
justification

Facilitators
“conscious and unconscious”
* Notary

* Lawyer

Existing Barriers
* The positions of gatekeepers

* The obligation to have a
written contract

* National land registry

* No possibility for a pre
(sales)agreement on paper,
for the official sale you have
to go to a notary

* AML regulations

* Notaries are obliged under
the AML regulations and
have to report STR's

* Due diligence by notary

Desired Barriers

* One combined land registry
(if not already available in
the member state)

* Obligation to involve a
registered certified estate
agency

* Awareness training of notary

* Due diligence monitoring +
follow up monitoring (In
some member states)

* Monitoring FIU obligations

* UBO under obligation to be
on the sale agreement

* More checks by the chamber
of commerce central register






Step 4
Transfer of the property

Opportunities

* Possibility for payment by a
third party

* Possibility to use a strawman
as a party

* Confidentiality notary. They
can’t share information with
other gatekeepers or
institutions

* Money flows (sales price)
directly between buyer and
seller

* Limited reporting
possibilities unusual
transactions by land registry

* Loopholes in property
transactions and shell
company misuse

* Delays in registration due to
unpaid fees or formalities
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Signals
* Missing documents

* Notary is well known and
appears repeatedly in
suspicious transactions
(professional enabler)

* Bribe, threat against involved
employees

* Property flipping
* Buyer is different from sales

agreement

* Registration of residential
property in the name of a
trustee without any reason
or logical justification being
apparent

* Non-transparent ownership

* Delayed registrations in the
land registry

Facilitators

“conscious and unconscious”
* Notary

* Land Registry

Existing Barriers

* Notary-, bank- and realtor
gatekeepers (KYC)

* Registries concerning
ownership and mortgage
financing

* Due dilligence by notary and
financial institutions

* AML reporting

* FIU can stop transactions up
to 10 working days (freezing
order) (not in all member
states)

* Notary obliged person to
report STR's (not in all
member states)

* Seperation of business and
private bank account

Desired Barriers

* Find out what type of signals
registry might be able to
report + include in AML-
national regulations

* Central and digital real estate
registry for member states
who don't have this: EU
registry

* To be in person at the notary
(not for all member states)

* Payment by the notary bank
account (obligation) (not for
all member states)

* Joint analysis with banks,
FIUs and LEAs



Step 5

Meet financial obligations

Following acquistion, the criminal must meet the ongoing
financial obligations associated with property ownership. These
typically include property taxes and other recurring payments
linked to the maintenance, use, or operation of the asset. For
criminals, this offers an avenue to continue integrating illicit
funds into the legitimate economy by using clean income
streams or laundering ongoing payments.

Ensuring that these obligations are fulfilled helps maintain the
facade of lawful ownership, limits attention from authorities,
and allows the property to function as a stable component — LT
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within the wider laundering process. g
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Step 5
Meet financial obligations

Opportunities

* Variety of possibilities, e.g.
criminal cash-payments/cash
deposits followed by
payment

* Changein
lenders/restructuring after
transfer of the property

* Use of third parties to make
payments

* No sight on bank accounts by
lender held by other FI (risk
of cash deposits as source of
payment)

* Legal thresholds for cash
payments makes it not that
noticable
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Signals

* Missing or falsified
documents

* Documents of a foreign
country

* Several financial institutions
are involved in the money
transfer (especially foreign
banks)

* Notary does not comply with
his inspection obligations

* Cash deposits before making
monthly instalments

* No repayment

* Change in source of
repayment, e.g. bank
account, source of income

* Fragmented cash payments
below legal thresholds

Facilitators
“conscious and unconscious”

* National Agency for Tax
Administration

¢ Financial institutions

Existing Barriers

* Threshold for cash payments

* Tax regulations
* AML regulations

* Red flags of financial
institutions

Desired Barriers

* Access fiscal info by LEA-

intelligence

Faster change in ownership
in land registers to prevent
manipulation (Moldova has a
term of three years)

Real time monitoring of
repayments

Pay all the financial
obligations via the bank
account notary

Improvement of networking
of stakeholders and access to
databases

Stricter compliance on
'sleeping companies', e.g.
uploading of the annual
report



6. CONCLUSION AND FURTHER STEPS

This barrier model will be published after completion. In
addition, the model will be put into practice in the participating
countries as part of another EMPACT project 2026/2027, in
accordance with national legal and organizational requirements.
The main focus will be on problems that arise during
implementation or that obstruct/prevent them.

When we limit ourselves to the money-laundering risks
associated with the purchase and financing of real estate, we see
that criminals are well able to gather information about the
availability and ownership of properties, adapt their
communication style to various parties involved in the
purchasing process, and find their way to service providers such
as real estate agents, appraisers, financiers, and notaries.
Additionally, as criminals, they can conceal their direct
involvement with the property and transaction by using legal
entities and front men. They may also make arrangements with a

seller about the price and method of payment - possibly
including criminal cash payments - and may use their own
criminal funds to finance the purchase or to meet banking
financing obligations.

All of this means that market participants and government
bodies must remain alert to possible criminal interest in real

estate transactions and their financing and put barriers in place.

Already existing barrier models such as “The Strawmen ”, etc.
complement this paper.
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