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TACKLING SERIOUS AND ORGANISED CRIME

Recommendation paper of the Operational Action 9.1 — Administrative Approach in the
EMPACT Priority High Risk Criminal Networks, 2025

Strengthening a European Administrative Approach

Addressees: EU-COM, Coalition European Countries against Organised Crime, LEWP, COSI, EU-
Committee of the Regions, EU-Parliament, EUROPOL Management Board, EU-LISA

Introduction

The Administrative Approach (AA) to counter activities of high-risk criminal networks and individuals
is a complementary way to prevent and tackle the misuse of legal infrastructure through multi-agency
cooperation by sharing information and taking actions to set up barriers and to prevent infiltration of
serious and organised crime into the legal economy.

This approach is identified as an effective tool for combating organised crime groups in both the EU
Roadmap to Fight Drug Trafficking and Organised Crime (2023) and the EU Internal Security Strategy
Protect EU (2025).

In this context, the EU member states are working on various initiatives to strengthen and further
implement the AA at national and international level, e.g., in ENAA, EMPACT, EURIEC, the ISF project
PREVENT and the Coalition European Countries against Organised Crime.

One of these initiatives is Operational Action 9.1 — Administrative Approach in the EMPACT Priority
High Risk Criminal Networks (HRCN) under ltalian Lead and co-Lead by Germany and the ENAA
Secretariat (2023-2025). The OA aims to further implement the AA as a means of combating OCGs
within the member states and to strengthen the cross-border exchange of operational data for
administrative purposes.

Overview of implementation in EU MS

The AAis implemented in varying ways across the member states. In some countries, there are explicit
legislative regulations, while in others, the approach is applied through organizational arrangements
or depends on regional priorities and individual cases. Overall, it becomes apparent that, in contrast
to the EU-wide exchange of information between law enforcement agencies, there is no standard,
comprehensive data exchange between administrative agencies. A cross-border cooperation approach
tends to occur on a case-by-case basis and with regional focuses (e.g., in the EURIEC for the
Netherlands, Belgium, and Germany).

Challenges

A persistent challenge identified in this context concerns the international exchange of official data
(e.g., resident registration data, financial and tax data, data from commercial or property registers,
data received from integrity checks) for the purposes of administrative procedures aimed at the
prevention of threats to public security and order and the prevention of organised crime.

The lack of a uniform legal framework across the EU limits the inter-agency exchange of information
across borders, which is contrary to a holistic approach to combating OCGs.
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There is already a number of bilateral or trilateral treaties, such as the Benelux Police Treaty (2023),
the German-Dutch Police and Justice Treaty (2005) or the FR-IT Treaty for the construction of the high-
speed railway line between Lyon and Turin (2015), which have provided solutions to the lack of a legal
framework. However, a uniform solution on the European level is needed.

Another obstacle in that context is the lack of a secure communication channel for cross-border
exchange of relevant data for administrative purposes that can be used by all relevant authorities at
the national, regional and local level.

Recommendations

1. Aclear EU legal framework on the AA and the related communication platform for data exchange
would strengthen the approach in a sustainable manner within the EU and further advance its
operational use. Therefore, we suggest an EU legal framework to guide the implementation of the
AA on national level in the member states and to facilitate the cross-border exchange of such data.
The aim is to enable the cross-border, inter-agency exchange of any data relevant to the
prevention of threats to public security and order and the prevention of crime (e.g., police data,
financial data, administrative data of various authorities and municipalities).

2. We propose the following aspects for the design of the information exchange:

e use or adaptation of existing data transmission systems, such as the SIENA channel, FIU.net or

ECRIS

¢ SIENA (Secure Information Exchange Network Application):

e FlU.net

The platform enables the exchange of operational and strategic crime-related
information among EUROPOL, Member States and Third Parties and initiatives
with which Europol has cooperation/ working agreements, such as the asset-
recovery offices (AROs), police customs cooperation centres (PCCCs),
passenger-information units (PIUs), financial intelligence units (FIUs), fugitive
active search teams (ENFAST), special tactics units (ATLAS) or Joint Cybercrime
Action Taskforce units (J-CAT).

The exchange of operational data for administrative purposes via SIENA has
already been tested in practice under the Italian Initiative, where data that
was collected by Italian police authorities (including administrative data) has
been transmitted via SIENA to other MS and vice versa. Furthermore, SIENA
allows information exchange between ‘competent authorities’, meaning
police authorities responsible for tackling crime as well as other public
authorities responsible, under national law, for preventing and combatting
crime.

The system fosters information exchange between FIUs of all EU Member
States, the FIU of Norway, as well as Europol.

The primary purpose of FlU.net is to facilitate the exchange and
cross-matching of information between the above-mentioned FIUs and with
Europol e.g., for the joint analysis of cross-border cases as well as trends and
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factors relevant to assessing money laundering and terrorist financing risks
both on the national and supranational level.

FIU.net became operational in 2002 as a project involving several EU FIUs and
has been hosted by the European Commission (DG FISMA) since September
2021.

e ECRIS (European Criminal Records Information System)

The decentralised information technology system is based on the criminal
records databases in the Member States.

An electronic query of ECRIS shows whether data about a particular EU citizen
is present in the (foreign) criminal record. ECRIS ensures that information
about convictions can be exchanged between EU Member States uniformly
and quickly. Requests are not limited to the context of criminal proceedings
against a person, requested information can also be used for license
applications, migration applications or public tenders.

¢ As a long-term solution: the creation of a (new) EU-wide platform for the exchange of data

within the framework of the AA that is accessible to all authorities required for the purpose.

This platform needs to ensure next to others

e data integrity, e.g., via the use of the hit/no-hit principle,

e compliance with the General Data Protection Regulation (GDPR), e.g., through

handling codes for the categorisation of data content similar to SIENA.

3. Finally, we encourage all EU member states to take steps to promote the AA among relevant

stakeholders, and (applicable depending on national legislation) establish coordination centres at

national, regional and/or local levels for the AA which might be similar to RIECs in NLD and ARIECs

in BEL (applicable depending on national legislation).

The OA 9.1 invites the Commission to examine the feasibility and added value of a legal base (e.g., in
the planned EU legal framework on Organised Crime 2026) and a data system for the described
purposes, mainly on the possibility to share official information for administrative purposes EU-wide
in order to prevent and tackle serious and organised crime.

The OA 9.1. invites the EU member states to examine the feasibility and added value of the
implementation of central coordination centres for the AA in order to prevent and tackle serious and

organised crime.



